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Although I am currently majoring in particle physics, I participated in the following internships
and was engaged in R&D in the IT industry.

1.

Towards detecting malicious injected code in software (NTT R&D)

The Open-Source Software (OSS) is one of the most important technologies to contribute

to the development of modern society. Recently, many people have reported attack on the

OSS users and developer’s community think of them as thread to be purged. The attackers

hack into a software supply chain and inject backdoors into the victim’s computer without

any permission of them. While injection into packages having many users will result in a

severe damage, the community does not have enough manpower and time to check all the

source codes in the package. Therefore, the developers and end users desire methods to

realize an automatic detection and removal of backdoors.

In this internship, I performed the following two tests on the dataset composed of malicious

and benign software based on the static analysis on the source code.

1. I define detection rules based on features of backdoors shown in literatures and estimate

these rules on true/false positive rates.

2. I define some original detection rules and compute true/false positive rates in the same

way.

Among the rules I suggested, the best one succeeded in detecting around 60% of malicious

packages with the false positive rate about 1%. This result shows the new rule is far better

than that of literatures.

In addition, I gave a presentation about knowledge and achievement I gained in this

internship in 30 minutes. I got a high evaluation in not only the contents but also the

clarity of the presentation.

Research and Development on Hybrid cloud storage services (Hitachi)

Recently, the use of cloud computing in IT infrastructure has been increasing. To promote

it, Hitachi is going to provide the hybrid cloud storage solution based on Hitachi’s excellent

storage technologies, which enables us to manage data transparently between cloud

services and Hitachi’s storage. In this internship, I investigated underlying technologies to

build and manage hybrid cloud storages and considered how to automate them. Especially,

I worked on the following three points:

1. To investigate network requirements for building and operating hybrid cloud storage
services

2. To point out issues occurring when building and operating hybrid cloud storage
services and suggest solutions to them

3. To write a protype code to build and operate hybrid cloud storage services
automatically

I gave a presentation about knowledge and achievement I gained in this internship in 20
minutes.



